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Abstract: This study investigates the efficacy of advanced large language models, specifically
GPT-4o, Claude-3.5 Sonnet, and GPT-3.5 Turbo, in detecting software vulnerabilities. Our exper-
iment utilized vulnerable and secure code samples from the NIST Software Assurance Reference
Dataset (SARD), focusing on C++, Java, and Python. We employed three distinct prompting tech-
niques as follows: Concise, Tip Setting, and Step-by-Step. The results demonstrate that GPT-4o
and Claude-3.5 Sonnet significantly outperform GPT-3.5 Turbo in vulnerability detection. GPT-4o
showed the highest improvement with the Step-by-Step prompt, achieving an F1 score of 0.9072.
Claude-3.5 Sonnet exhibited consistent high performance across all prompt types, with its Step-by-
Step prompt yielding the best overall results (F1 score: 0.8933, AUC: 0.74). In contrast, GPT-3.5 Turbo
showed minimal performance changes across prompts, with the Tip Setting prompt performing best
(AUC: 0.65, F1 score: 0.6772), yet significantly lower than the other models. Our findings highlight
the potential of advanced models in enhancing software security and underscore the importance of
prompt engineering in optimizing their performance.

Keywords: GPT; prompt learning; prompt engineering; software security; information security;
vulnerability detection; Claude-3.5

1. Introduction

The Fourth Industrial Revolution has brought various opportunities and increased con-
cerns about cyberattacks [1]. The convergence of physical and cyberspace through Industry
4.0 has created many vulnerabilities, making us more susceptible to cyberattacks [2]. While
big data and IoT technologies have brought many conveniences, they have also introduced
numerous challenges [3,4]. As a result, the Fourth Industrial Revolution has increased
access to cyberspace, leading to an exponential rise in internet usage [5]. Furthermore,
COVID-19 has accelerated the growth of internet usage by shifting academic, professional,
and personal activities to cyberspace [6–8], which has also heightened security concerns
in cyberspace [5]. This trend is confirmed by the Internet Crime Complaint Center’s 2023
Internet Crime Report [9]. The number of reported cybercrime incidents and associated
losses have steadily increased from 2018 to 2023, with a significant spike in reports in 2020
following the surge in internet usage due to COVID-19. This trend is illustrated in Figure 1.

Various information security technologies have emerged to address the increasing
threats in cyberspace [10]. New technologies such as machine learning and blockchain
have also begun to be applied to information security [11,12]. ChatGPT has recently gained
attention and brought about a significant technological change. The role of ChatGPT has
evolved to the point where it can assist information security officers [13,14].

The automated detection of software vulnerabilities is a fundamental issue in software
security. It has recently become a major topic due to the growing interest in deep learning-
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based vulnerability detection techniques [15]. Therefore, in this study, we explore the
feasibility of detecting vulnerabilities in software code using GPT-3.5 Turbo, GPT-4o, and
Claude-3.5 Sonnet. The primary goal is to examine how GPT-4o improves detection capabil-
ities over GPT-3.5 Turbo and how Claude-3.5 Sonnet compares with GPT-4o. Additionally,
based on the work of Bsharat, Myrzakhan, and Shen (2023) [16], we investigate whether
simple prompting tweaks can enhance detection performance. We aim to demonstrate that
if GPT and Claude models can detect vulnerabilities in code, they can be used to identify
and rectify vulnerabilities without relying on time-consuming and expensive vulnerability
detection tools. Furthermore, GPT-4o has a faster processing time than GPT-4 Turbo, the
latest version of GPT-4, while delivering performance as good as or better than GPT-4
Turbo [17,18]. Given that the cost of using GPT-4o is half that of GPT-4 Turbo, if GPT-4o
demonstrates superior performance in detecting code vulnerabilities, it could be utilized as
a cost-effective vulnerability detection tool. Claude-3.5 Sonnet also has a faster processing
time and better performance than GPT-4 Turbo, with costs half those of GPT-4 Turbo [19,20].
Therefore, if GPT-4o and Claude-3.5 Sonnet both demonstrate superior performance in de-
tecting code vulnerabilities, they could be utilized as cost-effective vulnerability detection
tools. The API costs and context windows of GPT-4o, GPT-4 Turbo, GPT-3.5 Turbo, and
Claude-3.5 Sonnet are summarized in Table 1.
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Table 1. Comparison of API costs and context window sizes for various LLMs.

GPT-3.5 Turbo GPT-4 Turbo GPT-4o Claude-3.5
Sonnet

Input (1M Tokens) USD0.5 USD10 USD5 USD3

Output (1M Tokens) USD1.5 USD30 USD15 USD15

Context Window 16,000 128,000 128,000 200,000

2. Theoretical Background
2.1. Large Language Models and GPT

Vaswani et al. (2017) proposed the Transformer, a novel AI learning model architecture
that relies entirely on attention mechanisms [21]. It enables more parallelization, achieving
new highs in translation quality with only 12 h of training on 8 P100 GPUs. Super-scale lan-
guage models, which are language models with large parameter sizes, are generated based
on the Transformer [22]. These large-scale language models have produced revolutionary
results in solving a wide range of natural language understanding and generation tasks.
They are now the de facto standard for most natural language processing tasks.
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The first large-scale language model developed by OpenAI was GPT-3. GPT-4 is
the fourth model in the GPT language model series developed by OpenAI, following
GPT-3.5, which was a fine-tuning of GPT-3. GPT-4 can handle 32,768 tokens, eight times the
4096 tokens of GPT-3.5. To put this in perspective, GPT-4 can process about 25,000 English
words. The GPT model is based on the Transformer architecture. This architecture has
several weights and biases used to process text and generate a prediction of the next
word. These weights and biases are the parameters of the GPT model. The number of
parameters in a GPT model represents its ability to learn more complex language patterns
and structures.

For this reason, the number of parameters is an important indicator of a model’s
performance and learning ability. GPT-3 models have 175 billion parameters. The number of
parameters in GPT-4 models is a trade secret and is not publicly available. Instead, OpenAI
has published evaluation results from running benchmarks based on GPT-4 and GPT-
3.5 [17]. On 9 April 2024, OpenAI announced GPT-4 Turbo, which increased the number
of tokens that can be processed at once to 128k, and, on May 13, 2024, OpenAI released
GPT-4o, an improved version of GPT-4. GPT-4o improved the response time to 0.23 s by
switching to speech-to-speech instead of text-to-speech, and improved tokenization for
languages other than English, reducing the number of tokens used from about 1.1x to about
4.4x, significantly speeding up the processing of languages [18]. The reduction in tokens
allows GPT-4o to be about twice as fast as GPT-4 Turbo but at half the price, and the speed
limit can be improved by a factor of five. GPT-4o can now recognize and describe images
and videos in real time, with appropriate changes in the tone of voice. The benchmark
results for GPT-4o are published on OpenAI’s website [18], and a reconstructed table of the
benchmark results for GPT-3.5, GPT-4, GPT-4 Turbo, and GPT-4o is shown in Table 2.

Table 2. The benchmark results of GPT models.

GPT-3.5 Turbo GPT-4 GPT-4 Turbo GPT-4o

MMLU 70.0%
5-shot

86.4%
5-shot

86.5%
5-shot

88.7%
5-shot

HumanEval 48.1%
0-shot

67.0%
0-shot

87.1%
0-shot

90.2%
0-shot

DROP (F1 score) 64.1
3-shot

80.9
3-shot

86.0
3-shot

83.4
3-shot

GPQA 28.1%
0-shot

35.7%
0-shot

48.0%
0-shot

53.6%
0-shot

MGSM - 74.5%
0-shot CoT

88.5%
0-shot CoT

90.5%
0-shot CoT

The shots at the bottom of the evaluation results refer to examples given to the model
before performing a specific task. A 0-SHOT means that the model is not given an example
of a question–answer pair, and is asked to generate an answer to the question based on its
previously learned knowledge. For one or more shots, the model is provided with that
number of question–answer pairs and asked to generate answers to new questions based
on them. When we look at the benchmark results for GPT-4, we see improvements over
GPT-3.5 in all areas. In particular, we see a significant improvement in handling math
questions. OpenAI translated the MMLU benchmarks into various languages using Azure
Translate and found that most of the languages tested, including low-resource languages
like Swahili and Welsh, outperformed GPT-3.5’s English performance [17]. For GPT-4o, we
achieved GPT-4 Turbo-level performance in text, inference, and coding intelligence, while
reaching new highs in multilingual, audio, and vision capabilities.
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2.2. Comparison of Claude-3.5 Sonnet and GPT-4o

Claude-3.5 Sonnet, developed by Anthropic, is a state-of-the-art large language model
that competes directly with OpenAI’s GPT-4o. Anthropic’s first conversational AI, Claude-
1, included 52 billion parameters. Alongside this, they released a lightweight version called
Claude-1 Instant, which charged USD 1.63 per million tokens. In July 2023, they introduced
Claude-2, a new model priced at USD 8 per million tokens, which showed strengths in
coding, complex reasoning, and creative tasks when compared to Claude-1 Instant. In
February 2024, Anthropic announced Claude-3, which outperformed GPT-4, with Claude-3
Opus being superior in writing and multilingual understanding at the time of its release.
The Claude-3 series is divided into Haiku, Sonnet, and Opus, with Haiku having the fastest
output speed, and Opus having the highest output quality.

Claude-3.5 Sonnet, released on 20 June 2024, improved the operational speed and cost
efficiency when compared to Claude-3, operating at twice the speed and at a lower cost than
Claude-3 Opus [19,20]. According to Anthropic’s model description, it has been trained
on data up to April 2024 and outperforms GPT-4o and Gemini 1.5 Pro in various domains.
Notably, in LiveBench, an LLM evaluation sponsored by Abacus.AI and conducted by
teams from New York University, Nvidia, the University of Maryland, and the University of
Southern California, Claude-3.5 Sonnet is rated as the top-performing model [23]. It shows
approximately a 25% better coding performance than GPT-4o, indicating strong potential
in static code analysis for vulnerability detection. Based on the benchmark results released
by Anthropic, Table 3 compares Claude-3.5 Sonnet and Claude 3 Opus with GPT-4o and
GPT-4 Turbo.

Table 3. Benchmark comparison of Claude-3.5 Sonnet, Claude 3 Opus, GPT-4o, and GPT-4 Turbo.

Claude-3.5
Sonnet

Claude 3
Opus GPT-4 Turbo GPT-4o

MMLU 88.7%
5-shot

86.8%
5-shot

86.5%
5-shot

88.7%
5-shot

HumanEval 92.0%
0-shot

84.9%
0-shot

87.1%
0-shot

90.2%
0-shot

DROP (F1 score) 87.1
3-shot

83.1
3-shot

86.0
3-shot

83.4
3-shot

GPQA 59.4%
0-shot

50.4%
0-shot

48.0%
0-shot

53.6%
0-shot

MGSM 91.6%
0-shot CoT

90.7%
0-shot CoT

88.5%
0-shot CoT

90.5%
0-shot CoT

2.3. Previous Studies on Detecting Code Vulnerabilities through Large Language Models

Recent research has highlighted the potential and limitations of using large language
models (LLMs) like GPT-3.5 and GPT-4 in software vulnerability detection tasks. According
to Fu et al. (2023), while large models such as GPT-4 exhibit significant advancements
with 1.7 trillion parameters, they still face challenges in vulnerability detection tasks when
compared to specialized models like CodeBERT and GraphCodeBERT. Their study showed
that fine-tuned models on specific tasks performed better, indicating that general models
like GPT-4 require fine-tuning to reach optimal performance levels [24].

Another study by López Espejel et al. (2023) focused on GPT-3.5 and GPT-4 perfor-
mance in various tasks, providing insights into how prompt engineering can influence
model performance. The study found that slight modifications to prompts significantly
impacted the quality of the generated outputs, underscoring the importance of an effective
prompt design. It is particularly relevant to vulnerability detection, where precise prompts
could enhance the model’s ability to identify vulnerabilities accurately [25].

Furthermore, the performance of GPT-4 in various NLP tasks, including vulnerability
detection, has been explored extensively in technical reports. These reports indicate that,
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while GPT-4 outperforms its predecessors in many areas, its effectiveness in specialized
tasks like vulnerability detection still depends heavily on the prompt design and fine-
tuning [25]. The research by Bsharat, Myrzakhan, and Shen (2023) demonstrated that
simple prompting strategies could significantly enhance the performance of GPT models
in detecting vulnerabilities. Their work suggests that tailored prompts can leverage the
extensive knowledge embedded in models like GPT-4, making them more effective for
specific tasks [25].

In addition, a study by Ranaldi and Pucci (2024) examined the sycophantic behavior
of LLMs like GPT-4 [26]. Their investigation revealed that LLMs often align their responses
with users’ beliefs, which can lead to inaccuracies if the user provides misleading prompts.
They highlighted that LLMs perform well in objective tasks, but are susceptible to human
influence in subjective contexts. This finding underscores the importance of fine-tuning
and precise prompt engineering to mitigate biases and improve the reliability of LLMs in
tasks like vulnerability detection.

Sosa et al. (2023) explored the use of NLP models to detect contradictory claims
about COVID-19 drug efficacy in the biomedical literature [27]. They introduced a new
NLI dataset annotated by domain experts and demonstrated the effectiveness of these
models in identifying contradictory claims. The study highlighted the importance of fine-
tuning and curriculum learning, showing that models like PubMedBERT, fine-tuned with a
forward curriculum, achieved the best performance. Their case study on remdesivir and
hydroxychloroquine showcased the models’ ability to assist domain experts in managing
large volumes of research and identifying significant contradictions.

The exploration of recent and older LLMs for software vulnerability detection reveals
both these models’ potential and limitations. The latest LLMs like GPT-4o and Claude-
3.5 Sonnet show improved capabilities over older versions such as GPT-3.5 and Claude-
3. This study aims to investigate these aspects further, focusing on how GPT-4o and
Claude-3.5 Sonnet can be optimized for cost-effective and efficient vulnerability detection
in software code. These insights form the basis of the current research, which aims to
evaluate the performance of GPT-4o and Claude-3.5 Sonnet and explore the benefits of
prompt engineering in enhancing vulnerability detection capabilities.

3. Experimental Design
3.1. Collection of Vulnerable Code

To experiment, we collected test cases containing vulnerabilities in the code. We specifi-
cally selected cases with vulnerabilities recognized by the Common Weakness Enumeration
(CWE) [28]. The vulnerable code cases used in our experiments are publicly available from
the Software Assurance Reference Dataset (SARD) provided by NIST [29]. In the study,
we prioritized collecting test cases from the SARD with a status of ‘accepted’ (thorough
documentation, correct representation of weaknesses, and high quality). For test cases with
a status of ‘candidate’ (not yet reviewed for completeness and quality), we reviewed the
secure coding guidebook [30,31] before including them in our collection. The collected test
cases were limited to those designated as ‘bad’ (test cases containing clear vulnerabilities
or errors, with detailed documentation on the flaws, including the Common Weakness
Enumeration (CWE) ID, name, file name, and line number where the flaw is located) in the
SARD. We limited the programming languages of the cases collected from SARD to C++,
Java, and Python. A total of 43 cases were collected, and the results are shown in Table 4.

Table 4. Collected vulnerable test cases.

CWE Number of Collected Test Cases

CWE-20 2
CWE-22 3
CWE-77 1
CWE-79 10
CWE-89 10
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Table 4. Cont.

CWE Number of Collected Test Cases

CWE-99 5
CWE-119 4
CWE-259 1
CWE-391 1
CWE-457 2
CWE-476 3
CWE-489 1

3.2. Collection of Secure Code

To measure the extent to which GPT models misclassify secure code as vulnerable, we
collected cases of secure code with known vulnerabilities up to the present. We collected a
total of 48 codes. The collected test cases were limited to those designated as ‘good’ (test
cases that function correctly and are free of errors, with thorough documentation including
the Common Weakness Enumeration (CWE) ID, name, and relevant information on the
absence of flaws) in the SARD. The results of these ingestions are shown in Table 5.

Table 5. Remediated test cases.

CWE Number of Collected Test Cases

CWE-78 6
CWE-79 6
CWE-89 5

CWE-121 1
CWE-122 3
CWE-259 6
CWE-367 1
CWE-391 2
CWE-401 1
CWE-412 1
CWE-457 3
CWE-468 1
CWE-476 5
CWE-489 2

3.3. Data Preprocessing

The code collected from NIST’s SARD was saved in CSV format using Visual Studio
Code. The entire code from the source files containing vulnerable code was imported,
and assigned identification numbers and comments were removed to prevent GPT from
gaining additional information while identifying the vulnerabilities.

We used the GPT-3.5-turbo-0125 API, GPT-4o-2024-05-13 API provided by OpenAI,
and Claude-3-5-Sonnet-240620 API provided by Anthropic, Visual Studio Code 1.91, and
Python 3.12.3, and saved the result list as a results.csv file after receiving the responses from
the APIs. The prompts we used were adapted from the work of Bsharat, Myrzakhan, and
Shen (2023) [14], who used the following prompts which are applicable to conversations
about vulnerability detection: cut to the chase, tip good answers, and give steps to consider.
“Find out if the given code has any vulnerabilities. Also, provide the prediction probability
for your assessment.” and then adding “I’m going to tip $500k for a better solution” to
the first line and “Let’s think step by step” to the second. The prompts are organized
as follows.

• First prompt (default, cut to the chase): Please evaluate if the above code has a CWE-***
vulnerability. Does this code have a CWE-*** vulnerability? (Yes/No). Please rate your
confidence in this answer on a scale from 0 to 100, where 100 means very confident
and 0 means not confident at all.
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This prompt will be referred to as the ‘Concise Prompt’.

• Second prompt (How to set a tip for a good answer): I’m going to tip $500k for a
better solution. Please evaluate if the above code has a CWE-*** vulnerability. Does
this code have a CWE-*** vulnerability? (Yes/No). Please rate your confidence in this
answer on a scale from 0 to 100, where 100 means very confident and 0 means not
confident at all.

This prompt will be referred to as the ‘Tip Setting Prompt’.

• Third prompt (a way to encourage you to think in steps): Please evaluate if the above
code has a CWE-*** vulnerability. Does this code have a CWE-*** vulnerability?
(Yes/No). Please rate your confidence in this answer on a scale from 0 to 100, where
100 means very confident and 0 means not confident at all. Let’s think step by step.

This prompt will be referred to as the ‘Step-by-Step Prompt’.

3.4. Evaluation Method

To evaluate the results returned by the API, we compared them using a confusion
matrix and calculated metrics such as Accuracy, Precision, Recall, and F1 score. The
confusion matrix is shown in Table 6, and the formulas for Accuracy, Precision, Recall, and
F1 score are as follows:

Accurary =
TP + TN

TP + TN + FP + FN
(1)

Precision =
TP

TP + FP
(2)

Recall =
TP

TP + FN
(3)

F1 Score =
2 × Precision × Recall

Precision + Recall
(4)

Table 6. Confusion matrix example for classification evaluation.

Predicted Class

Positive Negative

Actual Class
P (Positive) TP (True Positive) FN (False Negative)

N (Negative) FP (False Positive) TN (True Negative)

In Table 6, a True Positive (TP) is when the code has a vulnerability and is detected
as vulnerable. A True Negative (TN) is when the code is not vulnerable and is correctly
detected as not vulnerable. A False Positive (FP) is when the code does not have a vulnera-
bility but is incorrectly detected as having a vulnerability, and a False Negative (FN) is when
code that does have a vulnerability is incorrectly detected as not having a vulnerability.
Accuracy is the ratio of correctly predicted instances to the total instances, measuring the
overall effectiveness of the model. Precision is the ratio of true positive instances to the sum
of true positive and false positive instances, indicating the accuracy of positive predictions.
Recall is the ratio of true positive instances to the sum of true positive and false negative
instances, measuring the model’s ability to identify all relevant instances. The F1 score is
the harmonic mean of Precision and Recall, providing a single metric that balances the
trade-off between precision and recall.

The process from preparation for the experiment to the derivation of results is illus-
trated in Figure 2
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4. Experimental Results
4.1. Analysis of Confusion matrix for GPT-3.5 Turbo

We performed vulnerability analysis on the test cases collected based on GPT-3.5
Turbo’s API, and the resulting confusion matrices are shown in Tables 7–9 as prompted.
The performance metrics based on these results are shown in Table 10.

Table 7. Results from GPT-3.5 Turbo using the Concise prompt.

Predicted Class

Positive Negative

Actual Class
P (Positive) 42 1

N (Negative) 40 8

Table 8. Results from GPT-3.5 Turbo using the Tip Setting prompt.

Predicted Class

Positive Negative

Actual Class
P (Positive) 43 0

N (Negative) 41 7
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Table 9. Results from GPT-3.5 Turbo using the Step-by-Step prompt.

Predicted Class

Positive Negative

Actual Class
P (Positive) 42 1

N (Negative) 44 4

Table 10. GPT-3.5 Turbo’s per-prompt performance matrix.

Accuracy Precision Recall F1 Score

Concise Prompt 0.5495 0.5122 0.9767 0.6720

Tip Setting Prompt 0.5495 0.5119 1.0 0.6772

Step-by-Step Prompt 0.5055 0.4884 0.9767 0.6512

Our experiments found that GPT-3.5 Turbo with Think in Steps prompts produced
the least accurate results and the lowest prediction probability. The Set a Tip prompt was
not significantly different from the Straight to the Point prompt in terms of the accuracy of
results, but it had a higher predictive value. The accuracy of the answers decreased as the
number of characters in the entered code increased, with false positives (i.e., it determined
that the code was vulnerable when it was not) in all cases where the code was longer than
3000 characters. Overall, the potential for false positives is high, making it a poor tool for
vulnerability analysis.

4.2. Analysis of Confusion Matrix for GPT-4o

We performed vulnerability analysis on the test cases collected based on GPT-4o’s API,
and the confusion matrices derived from the results are shown in Tables 11–13 as prompted.
The performance metrics based on these results are shown in Table 14.

Table 11. Results from GPT-4o using the Concise prompt.

Predicted Class

Positive Negative

Actual Class
P (Positive) 36 7

N (Negative) 21 27

Table 12. Results from GPT-4o using the Tip Setting prompt.

Predicted Class

Positive Negative

Actual Class
P (Positive) 39 4

N (Negative) 19 29

Table 13. Results from GPT-4o using the Step-by-Step prompt.

Predicted Class

Positive Negative

Actual Class
P (Positive) 43 0

N (Negative) 9 39

Table 14. GPT-4o’s per-prompt performance matrix.

Accuracy Precision Recall F1 Score

Concise Prompt 0.6923 0.6316 0.8372 0.7200

Tip Setting Prompt 0.7473 0.6724 0.9070 0.7723

Step-by-Step Prompt 0.9022 0.8302 1.0 0.9072
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The performance gains from changing the prompts were more pronounced on GPT-4o
than on GPT-3.5 Turbo. In GPT-4o, when asked if a particular vulnerability exists for
a test case; the system does not simply answer whether the code entered contains the
vulnerability, but analyzes the potential vulnerability triggers in the code to answer the
question. An effective way to discourage this behavior and ensure that the user only
responds to the question asked is to write prompts that encourage step-by-step thinking,
which is effective in reducing false positives because it encourages the user to analyze
the specific vulnerability being asked about in detail, rather than potential factors, in the
following order: the concept of the vulnerability, the cause of the vulnerability, and the
analysis of the currently entered code. In the case of the Tip Setting prompts, there was
no significant difference in the content of the generated answers when compared to the
Straight to the Point prompts. However, we could attempt to improve the accuracy by
adding a checking process for the results obtained.

4.3. Analysis of Confusion Matrix for Claude-3.5 Sonnet

We performed vulnerability analysis on the test cases collected based on Claude-3.5
Sonnet’s API, and the confusion matrices derived from the results are shown in Tables 15–17
as prompted. The performance metrics based on these results are shown in Table 18.

Table 15. Results from Claude-3.5 Sonnet using the Concise prompt.

Predicted Class

Positive Negative

Actual Class
P (Positive) 40 3

N (Negative) 14 34

Table 16. Results from Claude-3.5 Sonnet using the Tip Setting prompt.

Predicted Class

Positive Negative

Actual Class
P (Positive) 42 1

N (Negative) 15 33

Table 17. Results from Claude-3.5 Sonnet using the Step-by-Step prompt.

Predicted Class

Positive Negative

Actual Class
P (Positive) 42 1

N (Negative) 9 39

Table 18. Claude-3.5 Sonnet’s per-prompt performance matrix.

Accuracy Precision Recall F1 Score

Concise Prompt 0.8132 0.7407 0.9302 0.8247

Tip Setting Prompt 0.8242 0.7368 0.9767 0.8392

Step-by-Step Prompt 0.8901 0.8235 0.9767 0.8933

Performance improvements due to prompt changes were also observed in Claude-3.5
Sonnet. Compared to GPT-4o, the F1 score for the Concise prompt was 0.1047 higher
in Claude-3.5 Sonnet. Unlike GPT-4o, Claude-3.5 Sonnet did not show significant per-
formance improvements with the Tip Setting prompt, making it difficult to consider it a
meaningful performance enhancement. The reason for this seems to be that while GPT-4o
adds a review process when using the Tip Setting prompt, Claude-3.5 Sonnet did not
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show significant differences in the content of its responses. For the Step-by-Step prompt,
there was a significant performance improvement when compared to the Concise prompt.
Like GPT-4o, Claude-3.5 Sonnet tends to perform in-depth analysis of the input code.
In this process, it sometimes detects potential vulnerabilities that may not actually exist.
By limiting this to step-by-step thinking, it restricts unnecessarily deep analysis, leading
to improved performance.

In conclusion, while Claude-3.5 Sonnet’s basic performance is superior to GPT-4o, the
performance improvements achieved through prompt adjustments are similar to or slightly
better in GPT-4o.

4.4. Comparative Performance of the Models

The ROC based on the results of the vulnerability analysis performed by GPT-3.5
Turbo is shown in Figure 3, and the results performed by GPT-4o Turbo are shown in
Figure 4. Figure 5 shows the performance of Claude-3.5 Sonnet.
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The area under the curve (AUC) of ROC can be used to evaluate the performance
of a classification model. A high AUC value indicates that the model can distinguish
between positive and negative classes and can maintain high performance under different
threshold settings.

The ROC curves evaluate the sensitivity and false positive rate, while the F1 score
evaluates precision and recall. The more extreme the values, the closer the predictive
probability is to 0 or 1, and the better the ROC curve will perform.

For GPT-3.5 Turbo, the Concise prompt has an area under the curve (AUC) of 0.62,
the Tip Setting prompt has an AUC of 0.65, and the Step-by-Step prompt also has an AUC
of 0.62. The predictive probability distribution histogram for GPT-3.5 Turbo, shown in
Figure 6, indicates a concentration of predictions around 0.90, with a significant num-
ber of predictions also at 1.00, demonstrating a tendency towards high confidence in
its predictions.
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For GPT-4o, the Concise prompt achieves an AUC of 0.74, the Tip Setting prompt
has an AUC of 0.68, and the Step-by-Step prompt has an AUC of 0.60. The histogram for
GPT-4o, shown in Figure 7, displays a similar pattern, with a high frequency of predictions
at the extreme values of 0.95 and 1.00, particularly for the Concise prompt, indicating strong
predictive confidence.
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For Claude-3.5 Sonnet, the Concise prompt has an AUC of 0.58, the Tip Setting
prompt has an AUC of 0.57, and the Step-by-Step prompt achieves the highest AUC of 0.74.
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The histogram for Claude-3.5 Sonnet, presented in Figure 8, shows that the Step-by-Step
prompt has a high frequency of predictions at 1.00, while the other prompts have a broader
distribution of predicted probabilities. This indicates that the Step-by-Step prompt tends to
provide more extreme predictive probabilities, contributing to its higher AUC.
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Based on these results, in situations where finding vulnerable code is crucial, the Step-
by-Step prompt applied to Claude-3.5 Sonnet with a high AUC of 0.74 and a high frequency
of extreme predictive probabilities is the most effective method. When it is important to
detect vulnerabilities in the source code while minimizing false positives and negatives,
GPT-4o with the Concise prompt, which also shows high predictive confidence, can be
used to achieve balanced performance. Prompts based on GPT-3.5 Turbo can be considered
when both the AUC and F1 scores are moderate, but the available budget is limited.

5. Conclusions

The Fourth Industrial Revolution and COVID-19 have increased Internet usage and
raised concerns about security in cyberspace. Among them, detecting software vulnerabili-
ties is a fundamental issue in software security, and various techniques have been studied
for this purpose. Therefore, this study explores whether GPT-4o and Claude-3.5 Sonnet,
which have recently emerged, can be used to analyze software vulnerabilities and compares
their performance with GPT-3.5 Turbo. Based on the work of Bsharat, Myrzakhan, and
Shen (2023) [16], we also explore whether the performance of vulnerability detection can
be improved by simply adjusting the prompts.

The analysis showed that adjusting the simple prompts had a negligible change on
GPT-3.5 Turbo, but a significant change on GPT-4o and Claude-3.5 Sonnet. Adding Step-
by-Step prompts to GPT-4o significantly improved its performance, increasing the F1 score
by 0.1872 from the baseline (Concise prompt), resulting in a high F1 score of 0.9072. For
Claude-3.5 Sonnet, the Step-by-Step prompt showed the best performance with an F1 score
of 0.8933 and an AUC of 0.74, significantly outperforming its Concise prompt (F1: 0.8247,
AUC: 0.58) and Tip Setting prompt (F1: 0.8392, AUC: 0.57). These results suggest that
adding Step-by-Step prompts to both GPT-4o and Claude-3.5 Sonnet favors positive class
detection, which is useful for finding vulnerabilities in security audits and initial code
reviews. However, the combination of GPT-4o and Step-by-Step prompts did not skew
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the predictive probability towards extreme values, resulting in a low AUC of 0.60 for ROC.
The combination of GPT-4o and Concise prompts had an F1 score of 0.72, lower than the
Step-by-Step prompts, but an AUC of 0.74, the highest of all prompts. It is likely useful in
situations where false positives and negatives need to be minimized.

Claude-3.5 Sonnet demonstrated a robust performance across different prompt types,
with its Step-by-Step prompt achieving the highest overall F1 score among all models and
prompts tested. This indicates that Claude-3.5 Sonnet may be particularly well-suited for
vulnerability detection tasks, especially when guided by structured prompts.

Finally, the combination of GPT-3.5 Turbo and various prompts did not perform as
well as GPT-4o or Claude-3.5 Sonnet, with F1 scores ranging from 0.65 to 0.67 overall and
AUCs ranging from 0.62 to 0.65. It also has many false positives for legitimate code, making
it difficult to recommend unless resources are limited.

This work is significant because it explores the potential of advanced language models
like GPT-4o and Claude-3.5 Sonnet for software vulnerability detection. It also builds
on Bsharat, Myrzakhan, and Shen’s (2023) [16] work to demonstrate that simple prompt
adjustments can effectively change performance to suit specific situations. The superior
performance of Claude-3.5 Sonnet, particularly with the Step-by-Step prompt, suggests
that it could be a promising tool for code analysis and vulnerability detection.

Future research should focus on maximizing performance through fine-tuning and
prompting techniques, as well as exploring the models’ capabilities across a wider range
of programming languages and vulnerability types. Additionally, investigating the in-
terpretability of these models’ decisions could provide valuable insights for improving
their reliability in real-world applications. These efforts will help advanced language
models become more effective and trustworthy tools for professional code analysis and
vulnerability detection.
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